Acceptable Use Policy for Computer Networks and the Internet for Employees of the Paris Special School District

Employees of the Paris Special School District shall agree to follow and instruct students to follow the Acceptable Use Policy for Computer Networks and the Internet approved by the Paris Special School District Board.  Although employees are not responsible for or legally liable for materials distributed to or acquired from the Internet, they will closely supervise students to ensure that their Internet experiences strictly follow school policies.  

Employees are responsible for following generally accepted social standards for use of a publicly owned and operated communication tool.  The network is provided for employees and students to conduct research and communicate with others.  Access to network services is given to those who agree to act in a considerate and responsible manner. Access is a privilege, not a right.  Employees are required to report any misuse of the information system to the system administrators or the principal.

Use of technology shall be in support of education and research, and be consistent with the policies of the Paris Special School District.  In addition the following constitutes acceptable use as it pertains to the computer network, the Internet, and electronic mail:

· Networks:

· Never write or share your passwords or student passwords with anyone or leave your computer unattended where sensitive information can be accessed by students or unauthorized personnel.  

· Network accounts (Log in IDs/Passwords) are to be used only by the authorized owner of the account for the authorized purpose.

· Users shall not intentionally seek information on other users; modify their files, other data, or passwords; or misrepresent other users on the network.

· Any attempt to gain unauthorized access to system programs or computer equipment is prohibited. 

· All technology purchases and acquisitions must be pre-approved by the technology department.  Nothing is to be loaded onto a school computer without the consent of the technology department including, but not limited to, stand-alone programs, Internet applications, plug-ins, and screen savers.

· Electonic Mail

· Electronic mail is not guaranteed to be private.  Network administrators have access to mail and are required to relate improper use to principals and/or the superintendent.  Messages sent over electronic mail must convey a professional tone, as they could be forwarded to anyone.

· The biggest spread of viruses comes from opening attachments.  All attachments must be accompanied by a statement that it is, indeed, present and a description of what is included in the attachment. Only open attachments that you are expecting.  Never open an attachment from someone you don't know. 

· All electronic mail sent to groups shall only relate to education or school administration.  Appropriate, non-educational e-mails may be sent to groups with the pre-approval from the principal.  Unsolicited bulk ("junk") e-mail is prohibited.   

· Any use of electronic mail for personal gain, commercial, or for-profit purposes is prohibited.  Assisting non-profit organizations through electronic mail is allowed with pre-approval from the principal.

· Extensive use of the network for personal and private business is prohibited.  Limited use of the Internet for personal endeavors is allowed as long as the sites are not objectionable and the access is gained when students are not present.  Personal e-mail, as well, must not be excessive and shall be attended to when students are not present.  

· Student use of any Internet "free" e-mail (ex., hotmail, yahoo, etc.) is prohibited on school district computers.  

· Any use of the network for product advertisement or political lobbying is prohibited.

· Students Supervision:

· Students or employees will not engage in Internet/Computer games unless they are strictly and justifiably in support of education.

· Students are to be closely supervised while using technology and under NO circumstances will a student use any computer without a staff member present.

· Students are NOT to “surf” on the Internet or enter any Chat Room.

Failure to follow the above guidelines could violate school policy and state and/or federal laws.

